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Descrip(on of project and tasks  
This module is 4 hours - IoT + AI + Web service  

You are a Cloud Engineer working at Unicorn Company which delivers Enterprise AI service. Recently, your company 
plan to build a new AI service which aimed to analyze short messages that collecDng from IoT devices to detect the 
emoDons hidden behind the messages. Then share the result to public by hosDng a web service.  
You are assigned as soluDons architect for this project; Your responsibility is to design and build the technical soluDon. 
You need to configure IoT client (ac9ng as IoT devices) to be able to publish messages to MQTT broker.  You have to 
build the rest of stuffs on a Public Cloud PlaJorm as per business requirement.  
Then you will need to analyze these messages by uDlizing AI service and store the result in a NoSQL database. In the 
end, you need to build a web applicaDon to serve the result in NoSQL database to customers.  

As a soluDons architect, you may be required to perform many different types of tasks.  This challenge will gauge your 
ability to change tasks and respond to ambiguity.  

Background  
Today’s business world is changing with the adopDon of IoT (Internet of Things). IoT is helping in prominently capturing 
a tremendous amount of data from mulDple sources. However, wrapping around the mulDtude of data coming from 
countless of IoT devices, makes it complex to collect, process, and analyze the data.  

Realizing the future and full potenDal of IoT devices will require an investment in new technologies. The convergence 
of AI (ArDficial Intelligence) and IoT can redefine the way industries, business, and economies funcDons. Unicorn 
Company value this project very much.  

Out of security concerns, you can use any exisDng IAM user or role to handle the challenges. But please don’t create 
any other IAM user/role from IAM console during the challenge.  

 

Re-pla5orm schedule  
Phase I  
• Find a way to send and also receive the messages sending from vendor IoT Client (which acts as IoT devices), you 

need to consider the AWS IoT Core service here as your IoT Broker and EMQX client app as your MQTT client. 
Phase II  
• Detect the senDment from the messages, store the analyDc result to NoSQL database. You may need to consider 

the following AWS Services: DynamoDB, Lambda, Comprehend.  
Phase III  
• Serve the result by WebApp, you need to provide h_p URL in the document file.  
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Technical Details  
For this day of compeDDon focus on Lambda as your compuDng resource. Do not use EC2, ECS or Fargate or EKS! 

 

The above example illustrates one simple architectural design for the deployment of the applicaDon. This shows some 
segments needed to serve requests. As an architect of Unicorn company, you have the responsibility to design a 
modern architecture for Unicorn Service by leveraging powerful cloud services.  

Service Details  
IoT Core 
You need to setup and configure AWS IoT Core service, in the way that it could receive MQTT messages from client (IoT 
devices). Use ‘/irsc/skill53’ as your topic name.  
 
IoT Device (IoT Client) 
EMQX client applicaDon has been already installed on your host machine. This client can be used to help you test our 
sending different messages and check whether if you are able to receive and process it on the IoT Core service. 
Alongside this client applicaDon, a file containing lots of sample messages also have been located on your desktop 
(messages.txt), to help you test our your underlaying IoT infrastructure. 
 
Lambda - IoT 
You have to create a Lambda funcDon that fetches proper IoT device messages and then analyze them through AWS 
Comprehend and then store the output senDments to AWS DynamoDB. 
 
AWS Comprehend 
Use any regions that AWS Comprehend is supported on to enable analysis the message data for processing senDments. 
Make sure that you lambda funcDons could perfectly work with this AWS service. 
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Lambda - WebApp 
You have to develop a web applicaDon to host the web service that serves the Analyzed data which you stored in the 
DynamoDB. 

This web applicaDon should have the following structure of request/response: 

 

 
 
 
 
 
 
 
 
 
Database  
You will need to deploy a DynamoDB database that is highly available and centralized to store the IoT analyDc result. 
The table name should be unicorn, structure would be like following:  
 

Key_Name  Key_Descrip/on  Comment  

id  Par''on Key    

sen'ment  Sort Key  The result a5er senDment analysis  

message    The messages received from IoT devices  

 
 
 
 
 
 
 
 
 
 

Hints of following best prac2ces on Lambda func2ons: 

- You can develop this func2on in the way that it connects to your AWS account using AWS Config. 
- You can use the exis2ng IAM role in your account to make your Lambda Func2on able to connect to 

DynamoDB without password. 
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Submit your answer in the document  
- HTTP-URI: URL for the web service you built  
- IoT-Core-EP: Your IoT Core endpoint  

Hint on Se:ng-Up IoT Client 
 
1. Open MQTTX app on your desktop 
2. Create a New Connec'on 
3. Follow Name, Host, Port, SSL/TLS, SSL Secure, Cer/ficates with proper AWS configura'on (sample as 

following figure): 
 

 


